


Password managers are applications that can be stored on a computer, smartphone, or in
the cloud, and will securely track passwords and where they are used. Most password
managers can also generate complex random passwords for each account if you choose to
do so. As long as the password to access the password manager is sufficiently complex, this
technique can be affective. However, if the company running the password manager is
compromised (which does happen!) it is possible that all your passwords will also be
compromised. If you choose a password manager that is local to your computer or
smartphone, that information may be compromised if malware gets on your computer or
you lose your smartphone. When choosing a password manager, ensure it is from a known,
trustworthy company.

The second technique is to choose a repeatable pattern for your password, such as
choosing a sentence that incorporates something unique about the website or account, and
then using the first letter of each word as your password. For example the sentence: "This
is my August password for the Center for Internet Security website." would become
"TimAp4tCfISw." Since a strong password is complex, and includes upper and lower case
letters, numbers, and a symbol, this password keeps the capitalization within the sentence,
translates the word "for" to the number "4," and adds the period to include to add a symbol.
The vulnerability in this technique is that if multiple passwords from the same user are
exposed it may reveal the pattern.

Regardless of how a unique password is chosen, it is critically important that every
password is unique. Some companies, such as Facebook, have begun programs to identify
password reuse. Facebook's program to identify password reuse involves monitoring for
lists of compromised usernames, emails, and passwords, and attempting to match those to
the usernames or email addresses of existing Facebook users. If a match is found Facebook
asks the user to reset their Facebook password.

Further advice on choosing a strong, complex password is available in the MS-ISAC Security
Primer available at: http://msisac.cisecurity.org/documents/Securingl.oginCredentials.cfm
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The information provided in the Monthly Security Tips Newsletter is intended to increase the security awareness of an organization's end users
and to help them behave in a more secure manner within their work environment. While some of the tips may relate to maintaining a home
computer, the increased awareness is intended to help improve the organization's overall cyber-security posture. This is especially critical if
employees access their work network from their home computer. Organizations have permission and are encouraged to brand and redistribute
this newsletter in whole for educational, non-commercial purposes.

Disclaimer: These links are provided because they have information that may be useful. The Center for Internet Security (CIS) does not warrant
the accuracy of any information contained in the links and neither endorses nor intends to promote the advertising of the resources listed herein.
The opinions and statements contained in such resources are those of the author(s) and do not necessarily represent the opinions of CIS.
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